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A ligacdao VPN (Virtual Private Network) é usada para aceder de redes
externas a FCUL (casa, rede sem fios "eduroam", etc.), a rede da
faculdade, o que permite que usufrua de servicos apenas disponiveis
internamente.

Assim, precisa de configurar a VPN no seu computador, caso necessite
de fazer edicao de paginas web ou utilizar outros servicos de rede
avancados, a partir de redes externas.

Para configurar o acesso VPN no Mac OS X, tera de ter uma ligacao a
Internet previamente ativa e tera de configurar a ligacdo VPN de
acordo com os seguintes passos:

1) Clique no botao da rede localizado no canto superior direito.
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2) Selecione “Open Network Preferences’.

AirPort: On
Turn AirPort Off

veduroam
guest-ULisboa
teclabs

Join Other Network...
Create Network...
Open Network Preferences...
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3) Clique no simbolo “+” localizado no canto inferior da janela, de
modo a criar uma nova ligacao.

‘80N Network

Location: | Automatic )
. AirPort L -
“ Connected ~ Status: Connected ( Turn AirPort Off )
AirPort is connected to eduroam and has the
@ Ethernet &
Not Connected

@ FireWire Network Name: | eduroam 4]

Not Connected =

E Ask to join new networks

Known networks will be joined automatically.
If no known networks are available, you will
be asked before joining a new network.

802.1X: WPA: eduroam

Authenticated via PEAP (MSCHAPv2)
Connect Time: 00:02:33

ll - % ¥ Show AirPort status in menu bar ®

[J“ Click the lock to prevent further changes. ( Assistme... ) [ Revert ) ( Apply




4) Em “Interface”, escolha VPN.

Select the interface and enter a name for the new service.

Interface v AirPort
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- AirPort FireWire |
Service Name  Ethernet fronor
nd has the

Bluetooth DUN

P Ethernet
Not Connected

@ FireWire

Not Connected

+’— |

[P Click the lock to prevent further changes.

M Show AirPort status in menu bar

sk to join new ne

Known networks will be joined automatically.
If no known networks are available, you will
be asked before joining a new network.

802.1X: WPA: eduroam

Authenticated via PEAP (MSCHAPv2)
Connect Time: 00:03:37

Chgvneed ) (@)

( Assistme.. ) (_ Revert 3 ( Apply

\
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5) Em “VPN Type”, escolha “L2TP over IPSec”.

Select the interface and enter a name for the new service.

Interface: | VPN By
- AirPort T
" Connected ARV L2TP over IPSec . rPort Off

Ethernet PPTP nd has the
e Not Connected Service Name  Cisco IPSec
@ FireWire

( cancel ) ( Create )
Not Connected
V'ASK to join new networks

Known networks will be joined automatically.
If no known networks are available, you will
be asked before joining a new network.

802.1X: WPA: eduroam

Authenticated via PEAP (MSCHAPv2)
Connect Time: 00:03:51

a»
. -/

. (V! Show AirPort status in menu bar @

[P Click the lock to prevent further changes.

( Assistme... ) ( Revert ) ( Apply )

J
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6) Em “Service Name” pode colocar o nome que quer dar a ligacao.

Select the interface and enter a name for the new service.

Interface: | VPN By
- AirPort |
VPN Type: | L2TP over IPSec jg) rPortOff
J

Ethernet il-bas she
& i Connecied Service Name: FCUL VPN

FireWire - < .
® Not Connected ( Cancel ) (‘W v l
VIASK to join new networks

Known networks will be joined automatically.
If no known networks are available, you will
be asked before joining a new network.

802.1X: WPA: eduroam

Authenticated via PEAP (MSCHAPv2)
Connect Time: 00:04:09

. (V! Show AirPort status in menu bar @

[P Click the lock to prevent further changes. ( Assistme... ) ( Revert ) ( Apply )
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7) Em Server address coloque: vpn.fcul.pt. Em Account Name,
introduza o seu username. No caso de utilizadores com conta de
aluno serd fcXXXXX@alunos.fc.ul.pt (sendo XXXXX o numero de aluno).
No caso dos utilizadores com contas de colaborador sera
XXXXX@fc.ul.pt (sendo XXXXX o username da conta). De seguida,
selecione “Authentication Settings”.

. Yelo Network
[ «[» ][ Showal | Q

<

Location: | Automatic

P AirPort =
Connected = Status: Not Connected
Ethernet oS
Not Connected N
® E""e[\_/‘i/_“vf e " Configuration: | Default v

Server Address: vpn.fc.ul.pt

Account Name: | *****x****@fc ul.pt

r Authentication Settings... J
——
(_Connect )

A

| Show VPN status in menu bar [ Advanced... | ®

+ = |

n
[£ Click the lock to prevent further changes. (" Assistme... ) [ Revert ) ( Apply
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8) Em Password, introduza a password da sua conta. Em Shared Secret,
introduza a chave: vpn@fcul. Selecione “Ok”.

AirPort
Connected

Ethernet
Not Connected

@ FireWire

Not Connected

- FCUL VPN
“ Not Connected

User Authentication:

e Password: } sssessese

() RSA SecurlD

() Certificate = Select...
() Kerberos

() CryptoCard

Machine Authentication:

i)

@ Shared Secret: | eessssee |

() Certificate ( Select... )

Group Name: [ ]
{Optional)

( Cancel ) (oK)

+ = we

(I Show VPN status in menu bar @

[P Click the lock to prevent further changes. ( Assistme.. ) ( Revert ) ( Apply )




Location: | Automatic

9) Selecione “Advanced...”.
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i+

AirPort =
Connected 3
Ethernet
e Not Connected é“>
FireWire %9
® Not Connected g
(@)

. FCULVPN
° Not Connected LY

+y—\§w

m Click the lock to prevent further changes.

Status: Not Connected

Configuration: | Default

Server Address: [vpn.fc.ul.pt

Account Name: [********"*@fc.ul.pt

( Authentication Settings... )

") Show VPN status in menu bar

(s ] @

( Assistme.. ) ( Revert ) ( Apply )
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10) Selecione a opcao “Send all traffic over VPN connection” de modo a
forcar que todo o trafego seja enviado usando a ligacdao que acabou de
configurar. De seguida se “Ok”.

Network

. VPN (L2TP)

QS TCP/IP DNS  Proxies

Session Options:
Disconnect when switching user accounts
Disconnect when user logs out

Send all traffic over VPN connection

Advanced Options:
Use verbose logging

’ Gance
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11) Selecione “Apply” para guardar a configuracao da ligacao.

Location: | Automatic )

AirPort =

Connected = Status: Not Connected

Ethernet o
e Not Connected <° >
g Feiee 0’ Configuration: | Default 4

Not Connected = >
. FCUL VPN @ Server Address: {vpn.fc.ul.pt 1
~ Not Connected o

Account Name: | *=+**=++++@fc.ul.pt |
( Authentication Settings... )
Show VPN status in menu bar
e - @

m Click the lock to prevent further changes.

( Assistme.. ) ( Revert ) | Apply |
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12) Selecione “Connect” para iniciar a ligacao VPN.

Location: | Automatic )
AirPort e
Connected = Status: Not Connected
Ethernet 4o
® Not Connected < % >
FireWire K s =
e - Configuration: | Default 4]
(@)

- FCULVPN Server Address: van.fc.ul.pt
“ Not Connected AN
Account Name: [**"*****"*@fc.ul.pt
( Authentication Settings... )

Show VPN status in menu bar
+ ’ =1 #" D @

m Click the lock to prevent further changes. ( Assistme.. ) ( Revert ) ( Apply )

13



