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1 (one) Research Fellowship (BI) for PhD Student

1 Research Fellowship(s) (BI) is(are) open at the FCiéncias.ID — Associagdo para a Investiga¢do e Desenvolvimento
de Ciéncias, for the project/R&D institution “Informagdo de Qualidade sobre Ameagas para Melhorar a
Ciberdefesa/Lasige”, “2024.07506.IACDC”, “DOI: https://doi.org/10.54499/2024.07506.IACDC”, supported by
measure “RE-C05-i08.M04 — “Apoiar o langamento de um programa de projetos de 1&D orientado para o

desenvolvimento e implementagdo de sistemas avangados de ciberseguranga, inteligéncia artificial e ciéncia de dados
na administragdo publica, bem como de um programa de capacitagdo cientifica”, of the Recovery and Resilience Plan
(Plano de Recuperagdo e Resiliéncia — PRR), under the funding contract signed between the Recovering Portugal
Mission Structure (EMRP) and the Fundagédo para a Ciéncia e a Tecnologia I.P. (FCT), as intermediary beneficiary, under
the following conditions:

1. Scientific Area: Computer Science and Engineering
2. Admission requirements: MSc complete.
3. Additional optional skills and qualifications: Previous experience in research in the fields of cyber threat

intelligence, machine learning, semantic data modelling, and database management systems.

4. Contracting requirements: Presentation of the academic qualifications and/or diplomas. Enrolment in the
PhD in Informatics.

5. Work plan: The main goal of this work is to design and implement a Cyber-Threat Intelligence (CTl) pipeline
to ingest and classify data from diverse OSINT data sources and produced enriched Indicators of Compromise. Work
plan: planning and requirements analysis; define OSINT Threat Intel data sources to integrate the pipeline; design
the Machine Learning model to classify the OSINT data; design and implementation of the CTI pipeline.

6. Legislation framework: Research Fellowship Holder Statute, in accordance with Law 40/2004, of 18 August,
in its current version and the FCT Regulation for Research Studentships and Fellowships, in its current version (Reg.
950/2019 published in DR on 16t December: https://dre.pt/application/file/a/127230968, or at the FCT website:
https://www.fct.pt/apoios/bolsas/regulamento.phtml.pt), and FCiéncias.ID Fellowship Regulation, as approved on

12th May 2020 (available at Regulamento de Bolsas de Investigacdo Cientifica da FCiéncias.ID).

7. Place of work: The work will be developed at the LASIGE, Faculdade de Ciéncias da Universidade de Lisboa
under the scientific supervision of Professor Pedro Manuel Frazdo Ferreira.

8. Fellowship duration: This position is initially opened for 5 months due to start in July 2025. The fellowship
contract may be potentially renewed for until the end of the project, in accordance with the provisions of Regulation
of Research Fellowships from the Foundation for Science and Technology, I.P.

9. Monthly allowance: The fellowship amounts to € 1309,64, according to table values of the fellowships
awarded directly by the FCT, IP. The fellowship holder will have a personal accident insurance and can ensure the
right to social security through adherence to the voluntary social insurance scheme, if not covered by any other social
protection scheme, pursuant to Cddigo dos Regimes Contributivos do Sistema Previdencial de Seguranga Social.

The fellowship will be paid monthly by bank transfer.

10. Evaluation and selection process: Candidates will be assessed by CV (100%), being that the evaluation will
account for the academic performance (50%) and the satisfaction of the additional optional skills and qualifications
(50%).
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Applicants whose application is scored with a final classification of less than 50 points are not eligible for granting a
fellowship.

11. Selection Committee: Ana Respicio (President of jury), Ibéria Medeiros (effective member), Ana Paula
Afonso (effective member), Pedro Ferreira (alternate member), Hugo Miranda (alternate member).

12. Publication/notification of results: All the candidates will be notified by e-mail, sent by the call holder, with
the selection meeting minutes enclosed.

13. Deadlines: This call for applications is open from 30/06/2025 to 11/07/2025 .

14. Application: Applications should be sent via e-mail to lasige-candidaturas@listas.di.ciencias.ulisboa.pt,
indicating - otherwise they will not be considered eligible - in the Subject: “Ref. 1457— 1 Bl ED”, by attaching the
following documents:

a. Curriculum vitae;

b. Certificate of completion of previous degree Note 1. 2,

c.  Copy of the Scientifics publications reported in the CV.

15. Processing of personal data: FCiéncias.ID — Associagdo para a Investigacdo e Desenvolvimento de Ciéncias,
as the controller under the General Data Protection Regulation, collects and processes the personal data requested
in the context indicated in paragraph 14., under the legitimate interests in ensuring the award of the research
fellowship to candidates with the indicated profile.

The personal data will be kept for the period necessary for the execution of the purposes for which they are intended,
being ensured the processing and protection in an appropriate and diligent way, the confidentiality and integrity of
these data, through appropriate technical and organizational measures.

Personal data may be transmitted to third parties, namely the entity funding the research project, solely for the
purposes specifically established. In this sense, whenever the transfer of personal data to countries outside the
European Union and/or international organizations is necessary, compliance with the applicable legal provisions is
ensured.

You have the right to request access, rectification, elimination, limitation of processing, the right to object and also
data portability (if technically feasible), through the e-mail address: dpo@fciencias-id.pt. You also have the right to

lodge a complaint with the National Data Protection Commission.

For more information, we recommend consulting the Internal Rules of Data Protection of FCiéncias.ID - Association
for Research and Development of Sciences at https://fciencias-id.pt/.

16. Time limits for the appeal procedure: In case of negative decision, the candidates have 10 business days,
after the date of announcement of the results of the candidates’ evaluation, to pronounce their disagreement in
accordance with the Cddigo do Procedimento Administrativo. Appeals against the final decision may be submitted to
the Administration Board of FCiéncias.ID (fciencias.id@fciencias-id.pt) within 15 business days after the notification
date.

Note 1: The documents that prove the entitlement of the academic qualifications and diplomas can be dismissed during the
application period and replaced by a declaration on their honour from the applicant (Minuta PT, Minute EN). Their delivery is
mandatory for the fellowship contractualization.

Note 2: Please note that - higher education degrees and diplomas awarded by foreign higher education institutions need to be
recognized by a Portuguese higher education institution, pursuant to the Decree-Law nr. 66/2018 (August 16) and the Ministerial

fCt Fundacae encia  [g) REPUBLICA .
— ¢ a Tecnologia a PORTUGUESA


mailto:dpo@fciencias-id.pt
https://fciencias-id.pt/
mailto:fciencias.id@fciencias-id.pt
https://fciencias-id.pt/sites/fciencias-id/files/%28Declara%C3%A7%C3%A3o%20sob%20Compromisso%20de%20Honra%29%20-%20Candidatura.docx
https://fciencias-id.pt/sites/fciencias-id/files/%28Declaration%20of%20Honour%29%20-%20Application%20-%20EN_0.docx
https://dre.pt/web/guest/pesquisa/-/search/116068880/details/maximized?res=en
https://dre.pt/web/guest/pesquisa/-/search/118484592/details/normal?q=portaria+33%2F2019

2025 PINEN V11

Fc' A H ID
lencias
ASSGLIAGRD PARA A
INVESTIGAGAD £
DESENVOLVIMENTG
DE CIENCIAS

CALL FOR AWARDING RESEARCH FELLOWSHIPS WITHIN PROJECT GRANTS AND R&D
INSTITUTIONS

Order nr. 33/2019 (January 25). The presentation of the recognition certificate is mandatory for contract signature. More
information can be obtained at: https://www.dges.gov.pt/en/pagina/degree-and-diploma-recognition.
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