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A ligacao VPN (Virtual Private Network) é usada para aceder de redes
externas a FCUL (casa, rede sem fios "eduroam”, etc.), a rede da
faculdade, o que permite que usufrua de servicos apenas disponiveis
internamente.

Assim, precisa de configurar a VPN no seu computador, caso necessite
de fazer edicao de paginas web ou utilizar outros servicos de rede
avancados, a partir de redes externas.

Para configurar o acesso VPN no Windows 7, tera de ter uma ligacao
a Internet previamente ativa e tera de configurar a ligacao VPN de
acordo com os seguintes passos:

1) Clique com o botdo direito do rato no icone de rede localizado no
canto inferior direito.

0%09 | |

B W I
E AR 07-11-2014

Figura 1

2) Selecione “Open Network and Sharing Center” (Abrir o Centro de
Rede e Partilha).

Troubleshoot problems

Open Network and Sharing Center
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3) Selecione “Set up a new connection or network” (Configurar uma
nova ligacao ou rede).

E=E )

’ ’ - ; <« Network and Internet » Network and Sharing Center v Search Control Panel yel

Control Panel Home - . . . 5
View your basic network information and set up connections

Change adapter settings &; & 0 See full map
~

Change advanced sharing
settings e —— ul.pt Internet
(This computer)

View your active networks Connect or disconnect
& ul.pt Access type: Internet
Domain network Connections: I Local Area Connection

Change your networking settings

ﬁ. Set up a new connection or network
~

Set up a wireless, broadband, dial-up, ad hoc, or VPN connection; or set up a router or access
point.

Connect to a network
Connect or reconnect to a wireless, wired, dial-up, or VPN network connection.

Choose homegroup and sharing options

Access files and printers located on other network computers, or change sharing settings.

Troubleshoot problems

Diagnose and repair network problems, or get troubleshooting information.
See also

HomeGroup
Internet Options

Windows Firewall
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4) Selecione “Connect to a workplace” (Ligar a uma area de trabalho).
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@ Set Up a Connection or Nel:w' ’ ‘
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Choose a connection option

Connect to the Internet
Set up a wireless, broadband, or dial-up connection to the Internet.

L4 Setup a new network
<a®, Configure a new router or access point.

’ Connect to a workplace
Set up a dial-up or VPN connection to your workplace| |

Vi Set up a dial-up connection
% Connect to the Internet using a dial-up connection,

| NextJ[ Cancel
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5) Selecione “Use my Internet connection (VPN)’ (Utilizar a minha
ligacdo a Internet (VPN)).

@ m Connect to a Workplace

How do you want to connect?

< Use my Internet connection (VPN)
Connect using a virtual private network (VPN) connection through the Internet.

< Dial directly

Connect directly to a phone number without going through the Internet.

i

What is a VPN connection?
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6) Em Internet address coloque: vpn.fc.ul.pt. Em Destination name

cologue um nome para identificar a ligacao, como por exemplo: FCUL
VPN

Selecione a opcdo “Don’t connect now; just set it up so | can connect
later” (Nao ligar agora; basta configura-lo para que eu consiga ligar
mais tarde). De seguida, selecione “Next”.

@ L:n Connect to a Workplace

Type the Internet address to connect to

Your network administrator can give you this address.
Internet address: vpn.fc.ul.pt

Destination name: FCUL VPN

[7]Use a smart card

'“" ["] Allow other people to use this connection

This option allows anyone with access to this computer to use this connection.

Don't connect now; just set it up so I can connect later

[ Next ][ Cancel
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7) Introduza o seu username e password nos campos respetivos. No
caso de utilizadores com conta de aluno sera fcXXXXX@alunos.fc.ul.pt
(sendo XXXXX o numero de aluno). No caso dos utilizadores com
contas de colaborador serd XXXXX@fc.ul.pt (sendo XXXXX o username
da conta). De seguida, selecione “Create” (Criar).

@ L:D Connect to a Workplace

Type your user name and password

User name: utilizador@fc.ul.pt
Password: sscsssssse
[7] Show characters

["] Remember this password

Domain (cptional):

[ Create ][ Cancel ]
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8) Agora que a ligacao esta criada, selecione “Close” (Fechar).
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< Connect now
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9) De volta ao “Network and Sharing Center” (Centro de Rede e
Partilha), selecione “Change adapter settings” (Alterar definicbes de
placa).

pE—)
-

Q v i & « Network and Interet » Network and Sharing Center v Search Control Panel

Control Panel Home . . ” . .
View your basic network information and set up connections

I Change adapter settingsl @“ l& 0 See full map
-~

Change advanced sharing
settings

ul.pt Internet
(This computer)

View your active networks Cennect or disconnect
@ ul.pt Access type: Internet
Domain network Connections: I Local Area Connection

Change your networking settings

ﬁ. Set up a new connection or network
-

Set up a wireless, broadband, dial-up, ad hoc, or VPN connection; or set up a router or access
point.

Connect to a network
Connect or reconnect to a wireless, wired, dial-up, or VPN network connection.

Choose homegroup and sharing options

Access files and printers located on other network computers, or change sharing settings.

Troubleshoot problems

Diagnose and repair network problems, or get troubleshooting information.
See also

HomeGroup
Internet Options

Windows Firewall
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10) Clique com o botao direito do rato na ligacdao que acabou de criar.
Selecione “Properties” (Propriedades).

7‘ | Search Network Connections pel

Organize v Start this connection Rename this connection Delete this connection ~ » g 0 @

 FCULVPN e tion

&% Disconnected Connect

WAN Miniport (IKEv2) Status igabit Networ...

Set as Default Connection

Create Copy

Create Shortcut
& Delete
# Rename

' Properties

L
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11) Selecione “Security” (Seguranca).

General | Options | Security | Networking | Sharing |

Host name or IP address of destination (such as microsoft.com or
157.54.0.1 or 3fe:1234::1111):

vpn fc.ul pt

First connect

Windows can first connect to a public network, such as the
Intemet, before trying to establish this virtual connection.

[] Dial another connection first:

‘ v |

See our online privacy statement for data collection and use
information.

ok [ Conen
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12) Aqui deve introduzir, pela ordem indicada na Figura 12 as
seguintes opcoes:

Em “Type of VPN’ (Tipo de VPN), selecione “L2TP/IPSec”.

Em “Data encryption” (Encriptacao de dados), selecione “Optional
encryption” (Encriptacdo opcional).

Selecione “Allow these protocols” (Permitir estes protocolos) e de
seguida selecione o protocolo “MS-CHAP v2”.

Selecione “Advanced settings” (Definicdes avangadas).

5 FCUL VPN Properties [
General l Options | Security INetworking I Sharing]

Type of VPN:
1 | Layer 2 Tunneling Protocol with IPsec (L2TP/IPSec) v
5 [ Advanced settings I
Data encryption:
2 [Optional encryption {connect even if no encryption) v]
Authentication

") Use Extensible Authentication Protocol (EAP)

Properties

3 @ Allow these protocols

[ Unencrypted password (PAP)
["]Challenge Handshake Authentication Protocol (CHAP)
4 [7] Microsoft CHAP Version 2 (MS-CHAP v2)

[7] Automatically use my Windows logon name and
password (and domain, if any)

[ ok || cancel

Figura 12
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13) Selecione “Use preshared key for authentication” (Utilizar chave
pré-partilhada para autenticacdo) e introduza a seguinte chave:
vpn@fcul, e de seguida selecione “Ok”.

Advanced Properties &

Lz |

I @ Use preshared key for authentication I
Key:  vpn@fcul

() Use certificate for authentication

[ ok || cance |

Figura 13

13



14) Selecione “Ok”.

§ FCUL VPN Proper;ie—s—— — " — I
| General | Options | Security | Networking | Sharing |
Type of VPN:
| Layer 2 Tunneling Protocol with IPsec (L2TP/IPSec) v
[ Advanced settings ]
Data encryption:
[Omimaleﬂdmm(oormdevenifnom) v]
Authentication

() Use Extensible Authentication Protocol (EAP)

| -]

\’ Properties ’

@ Allow these protocols

Unencrypted password (PAP)
[]Challenge Handshake Authentication Protocol (CHAP)
Microsoft CHAP Version 2 (MS-CHAP v2)

Automatically use my Windows logon name and
password (and domain, if any)

[ ok ][ cance |
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15) Agora que a ligacdo esta devidamente configurada, pode ligar-se a
VPN da FCUL.

Organize v Start this connection Rename this connection Delete this connection  »

= FCULVPN Local Area Connection
Disconnected ul.pt
2 WAN Miniport (L2TP) Conneck Wor...

Status

Set as Default Connection
Create Copy

Create Shortcut
@ Delete
@ Rename

%) Properties
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